FRAUD RECOVERY CHECKLIST

The steps below can help guide you through the recovery process. Depending on the type of
fraud involved, some steps may not apply to your situation.

Report the Fraud

First Steps Notify the appropriate organizations as soon as possible.
If you notice suspicious activity
or realize you may have fallen [] Contact BankNorth
victim to a scam, try to remain Call 877-847-4540 or contact your local branch directly to report
calm and act quickly. the fraudulent activity.
Keep detailed records of all ] Notify other financial institutions . .
interactions, including: Contact the fraud departments at any banks or financial
institutions where your accounts may have been compromised.
e Names
e Dates/Times [] Place a fraud alert or credit freeze with the credit bureaus
* Phone numbers _ Equifax: 888-378-4329 or Equifax.com/personal/contact-us
e Summaries of conversations

Experian: 888-397-3742 or Experian.com/help
TransUnion: 800-680-7289 or Transunion.com/customer-support

[] Report the incident to the Federal Trade Commission (FTC)
Call 877-382-4357 or Reportfraud.ftc.gov

[] File a report with your local police or sheriff's office

Mo Provide as much detail as possible, including screenshots, emails,
- J- text messages, and other evidence. Be sure to request a copy of
= N the report and case number.
Fraud Alerts vs. Credit Freezes [] Contact the Internal Revenue Service (IRS) (if your identity was stolen)
e Fraud Alert: Businesses must IRS.gov/identity-theft-central

verify your identity before
issuing credit in your name.

e Credit Freeze: Blocks access to
your credit report so new
credit cannot be opened

unless the freeze is lifted. Secure and Repair Your Accounts
Both are free and can help Now that the scam has been reported, you can start fixing any
protect your credit. impact the fraudulent activity may have caused.

[] Change affected bank account numbers, credit cards, or debit cards.

[] Review and correct your credit reports by disputing any fraudulent
activity with the credit bureau(s) reporting the error.

[] Close fraudulent accounts that were opened in your name.
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